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There have been some amendments to NYS Education Law that have recently been adopted regarding 

student data security. This document will describe how this affects you and a procedure that will allow 

you to comply with the changes while continuing to encourage creativity and technology use in the 

classroom.   

 

Amendments to the State Education Law 

The first is an overarching change to NYS Education law that was done specifically to prevent the sharing 

of student data.  In addition, that law also addresses federal law such as FERPA (Family Educational 

Records Privacy Act) and COPPA (Children’s Online Privacy Protection Act).    The amendments to the 

State Education law are:  

 The Creation of a Chief Privacy Officer at NYSED 

The Chief Privacy Officer will be responsible for all matters affecting privacy and the security of 
student, teacher and principal data.  

 
Functions of the Chief Privacy Officer include: 
1. Promoting the implementation of sound practices for privacy and security of student, teacher 
and principal data; 
2. Handling instances of data breaches; 
3. Formulating a procedure within the Department whereby appropriate stakeholders may 
request student, teacher or principal data; 
4. Making recommendations regarding privacy and security of student data to the Governor and 
members of the Assembly and Senate; 
5. Issuing an annual report on data privacy and security activities; and 
6. Developing and maintaining an inventory of data elements collected by SED. 

 

 Mandated Parents Bill of Rights Published on Each District Website 
 

A Parents Bill of Rights for Data Privacy and Security will be published on the website of each 
educational agency and included with every contract an educational agency enters into with a third 
party contractor where the contractor receives student, teacher or principal data. The Bill of Rights 
will state the following: 
1. A student’s data cannot be sold or released for commercial purposes; 
2. Parents have the right to inspect and review the complete contents of their child’s education 
record (Parents must be notified of this right annually.); 
3. State and federal laws protect the confidentiality of student data; 



4. Safeguards, aligned with industry standards, must be in place when data is stored or transferred. 
Safeguards include: encryption, firewalls and password protection. 
5. Stakeholders can access a list of all student data elements collected by the state by visiting an 
identified website; and 
6. Parents have the right to have complaints about possible breaches addressed. 

 
The Bill of Rights will include the following supplemental information for each contract an 
educational agency enters into where the contractor receives student, teacher or principal data: 

 
1. Purpose for which the data will be used; 
2. How the contractor will ensure all parties involved abide by data protection and security 
requirements; 
3. What happens to the data upon expiration of the agreement? 
4. If and how a stakeholder can challenge the accuracy of the data; and 
5. Where the data will be stored and how the data is protected. 

 
 

 Third Party Contractor Requirements 
 

Educational agencies will ensure all contracts with third parties include a data security and 
privacy plan. The plan will include a signed copy of the Parents Bill of Rights and a 
requirement that employees of the contractor will receive training on the federal and state 
law governing confidentiality of such data prior to gaining access. Contractors will also be 
required to do the following: 

 
1. Limit internal access to education records to those determined to have legitimate 
educational interests; 
2. Not use records for any other purpose than those authorized in the contract; 
3. Not disclose any data to any other party; 
4. Maintain reasonable administrative, technical and physical safeguards; 
5. Use encryption technology to protect data while in motion or in custody; and 
6. Notify the educational agency of any breach. 

 

 

What does this mean for you?  

1) Never give out your username and password.   This includes providing the information 

to a substitute, in a substitute plan or to your coworkers. You can be held liable for any 

activity that happens under your user account.   Please talk to your building principal 

about alternate arrangements for substitutes.  

 

 



2) As IT Directors we must do a thorough job of making sure that websites we are using 

comply with these standards. Each website must be recorded for parents to opt out through 

the Parent’s Bill of Rights.  Any website that is used by a student or receives any student 

information including names must be cleared through the district.   Once it has been 

evaluated, you will need to determine if the parents must also sign off to use the website.   

If there is website you would like to use, please contact your District Administrators to 

determine if your school has a procedure.  If your district does not have a procedure it is 

recommended that your district come up with procedure to address these types on online 

educational resources.  

 

Other Resources to Learn About Student Data Privacy Laws 

 http://ptac.ed.gov 

 http://www2.ed.gov/policy/gen/guid/fpco/ferpa 

 http://www.coppa.org/ 

 www.youtube.com/watch?v=deo2F19DK_o 
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